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Abstract

LDAP is commonly used as a repository for data
about objects, particularly users, of relevance to the
operation of an enterprise’s computing resources and
applications. However, there is a strong tendency for
newer application protocols and their data payloads
to be defined in an XML schema language for rendi-
tion as XML documents. Such applications typically
have a need for the kind of user and other object
data that has traditionally been held in the entries
of an LDAP directory service, as well as defining
new kinds of structured data to be associated with
those same objects. There is a clear advantage to
data consistency and ease of administration in hav-
ing a common directory service for all of an enter-
prise’s applications, whether or not they are based
on XML. Unfortunately, the core LDAP specifica-
tions have no inherent support for XML-formatted
object data or XML-formatted protocol messages.
This paper identifies four approaches to marrying
XML with directory services and discusses the ad-
vantages and disadvantages of each approach with
respect to simplicity, utility, uniformity and extensi-
bility.

The first approach encompasses ad-hoc solutions
using the existing LDAP framework. For example,
embedding XML documents in directory attributes
with a string syntax, or defining specific-purpose
syntaxes and matching rules.

The second approach includes LDAP-inspired
XML-based directory protocols such as the Direc-
tory Services Markup Language (DSML) version
2 and the Service Provisioning Markup Language
(SPML), which may be readily implemented as al-
ternative interfaces to the directory service.

The third approach involves XML-based registry
or discovery services, as exemplified by Universal De-
scription, Discovery and Integration (UDDI) and the
ebXML Registry, which bear no particular relation-
ship to LDAP, but provide a similar function and

can be considered to be competing against LDAP.
The fourth approach is the XML-Enabled Direc-

tory (XED) framework, which is a collection of ex-
tensions to ASN.1, LDAP and X.500 designed to
seamlessly support XML within the LDAP/X.500
directory model, for both data and protocol. This
paper shows how XED achieves most of the advan-
tages of the other approaches while avoiding their
more serious drawbacks.

1 Introduction

LDAP [4] is commonly used as a repository for data
about objects, particularly users, of relevance to the
operation of an enterprise’s computing resources and
applications. However, there is a strong tendency for
newer application protocols and their data payloads
to be defined in an XML schema language for rendi-
tion as XML [19] documents. Such applications typi-
cally have a need for the kind of user and other object
data that has traditionally been held in the entries of
an LDAP directory service, as well as defining new
kinds of structured data to be associated with those
same objects, for example, eXtensible Access Con-
trol Markup Language (XACML) policy sets [25].
There is a clear advantage to data consistency and
ease of administration in having a common directory
service for all of an enterprise’s applications, whether
or not they are based on XML. Unfortunately, the
core LDAP specifications have no inherent support
for XML-formatted object data or XML-formatted
protocol messages. This paper considers four general
approaches to overcoming this deficit.

The first approach encompasses ad-hoc solutions
using the existing LDAP framework. This basically
entails embedding XML documents in directory at-
tributes with either the Octet String or Directory
String attribute syntax [5].

The second approach includes LDAP-inspired
XML-based directory protocols, which may be read-
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ily implemented as alternative interfaces to an
LDAP directory service. Two examples are consid-
ered in this paper: the Directory Services Markup
Language v2.0 (DSMLv2) [23] and the DSMLv2 Pro-
file [29] of the Service Provisioning Markup Lan-
guage Version 2 (SPMLv2) [28]. The DSMLv2 Pro-
file of SPMLv2 adopts the DSMLv2 representation
for directory attributes, so the comments made with
respect to the characteristics of DSMLv2 generally
also apply to this profile of SPMLv2.

The third approach involves XML-based registry
or discovery services, which bear no particular rela-
tionship to LDAP, but provide a similar function and
can be considered to be competing against LDAP.
Three examples are considered in this paper: Univer-
sal Description, Discovery and Integration (UDDI)
[24], the ebXML Registry [26] and the XSD Profile
[30] of SPMLv2 (which unlike the DSMLv2 Profile
of SPMLv2, has very little in common with LDAP).

The fourth approach is the XML-Enabled Direc-
tory (XED) framework [7]; a collection of exten-
sions to ASN.1 [11], LDAP and X.500 [9] designed to
seamlessly support XML within the directory model
that underlies both LDAP and X.500.

The XED framework defines a number of pro-
tocols. Of particular interest here is the XML
Lightweight Directory Access Protocol (XLDAP) [8],
which is a rendition of LDAP as a pure XML-based
protocol. Although XLDAP is more closely related
to LDAP than is DSMLv2, it is sufficiently differ-
ent in character to DSMLv2 that it warrants being
considered as a separate approach.

XED also provides XML renditions of each of the
X.500 protocols, but these are not explicitly consid-
ered here since they have the same essential char-
acteristics as XLDAP. Common to all these XED
protocols is the substitution of the Basic Encoding
Rules (BER) [12] of ASN.1 with a new set of ASN.1
encoding rules, called the Robust XML Encoding
Rules (RXER) [6], that produce XML as the encod-
ing. In the terminology of ASN.1, this makes XML
a transfer syntax.

This paper examines the advantages and disad-
vantages of the representative protocols of each ap-
proach with particular emphasis on XLDAP, which
has been deliberately designed to leverage the advan-
tages of the other approaches while avoiding their
disadvantages. Note that many of the capabilities
of XED are accessible through LDAP, but compar-
isons to LDAP in this paper assume an LDAP server
without these capabilities.

Section 2 compares the various protocols with re-
spect to their consistency in the use of XML as a
transfer syntax.

Section 3 examines particular problems associated
with the use of XML as the transfer syntax for pro-
tocol messages and how these problems affect the
protocols being considered.

Section 4 compares each protocol’s ability to per-
form queries over XML-formatted data.

Section 5 examines the extensibility of the various
protocols from the point of view of end-users.

The advantages of each protocol are summarized
in section 6.

2 Uniformity

This section compares the various protocols from the
point of view of syntactic uniformity. Section 2.1
considers the variety of different transfer syntaxes
employed by each protocol, and section 2.2 examines
discontinuities in the use of XML for data payloads.

2.1 Single Transfer Syntax

Each of the LDAP requests and responses has a cor-
responding XML representation in DSMLv2. Direc-
tory attribute values appear in DSMLv2 messages
as the content of nested <dsml:value> elements. As
an example, the object class description for the per-
son object class (a value of the objectClasses direc-
tory attribute) would appear in a search result for
DSMLv2 like so (as a single line):

<dsml:value>( 2.5.6.6 NAME ’person’ SUP top

STRUCTURAL MUST ( sn $ cn ) MAY ( userPasswo

rd $ telephoneNumber $ seeAlso $ description

) )</dsml:value>

The “dsml:” namespace prefix is assumed to be
defined on one of the elements in the DSMLv2 mes-
sage that encloses the <dsml:value> element.

Obtaining the component parts of this object class
description requires the use of more than one kind
of parser in a DSMLv2 implementation. An XML
processor (i.e., a parser for XML) parses the proto-
col message containing the <dsml:value> element
to obtain the character string value of the directory
attribute value, and a parser for the LDAP-specific
encoding [5] of the Object Class Description syntax
must be invoked to identify the various component
parts of the object class description.

An implementation of the DSMLv2 Profile of
SPMLv2 also requires a parser for the LDAP-specific
encodings of various LDAP syntaxes since it directly
reuses the directory attribute value representation of
DSMLv2.

A DSMLv2 implementation further requires a
BER encoder and decoder to process LDAP controls
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and extended operations, which are represented in
DSMLv2 as the base64 encoding [1] of a BER encod-
ing (controls and extended operations are not used
by the DSMLv2 Profile of SPMLv2).

For the sake of parsing simplicity, it is preferable
to have a single transfer syntax for a protocol mes-
sage and its data payload, and therefore the need for
only one kind of parser.

The protocols of X.500 have the property of re-
quiring only a single transfer syntax (i.e., BER) for
both protocol message and payload. This property
was lost in the design of LDAP, where directory at-
tribute values are conveyed as the content of ASN.1
OCTET STRINGs. XLDAP reverses the process
by replacing LDAP’s OCTET STRING containers
for directory attribute values with the open types
used by X.500, with the result that an XLDAP mes-
sage and the directory attribute values that it con-
tains are all part of one continuous RXER encoding.
Returning to the example, the object class descrip-
tion for the person object class would appear in a
search result for XLDAP as the following markup
(the <value> elements in XLDAP are not names-
pace qualified):

<value>

<identifier>2.5.6.6</identifier>

<name>

<item>person</item>

</name>

<information>

<kind>structural</kind>

<mandatories>

<item>2.5.4.4</item>

<item>2.5.4.3</item>

</mandatories>

<optionals>

<item>2.5.4.35</item>

<item>2.5.4.20</item>

<item>2.5.4.34</item>

<item>2.5.4.13</item>

</optionals>

</information>

</value>

Although they use different data payloads, the
ebXML Registry, UDDI and the XSD Profile of
SPMLv2 share the property of XLDAP of using a
single transfer syntax for both protocol message and
payload. Note that this is not an absolute assess-
ment in that there may be payloads containing DER
encodings that, for pragmatic reasons, need to be
preserved (e.g., X.509 certificates [10]). This need
will affect all the protocols equally and so is not a
distinguishing feature. An implementer will likely
be able to pass such encodings to a security API
without having to invoke an additional decoder.

2.2 Continuous Encoding

There is a prevailing bias that values of the human-
readable syntaxes of LDAP are “just” character
strings. While this is true of the most commonly
used LDAP syntaxes, there are numerous examples
(more so in X.500) of syntaxes that represent struc-
tured data. One example is the Object Class De-
scription syntax used in the previous section. It is
more in the spirit of XML for structured data to
be represented as element content rather as charac-
ter data. The expectation that directory attribute
values are only character data causes further awk-
wardness in DSMLv2.

Suppose that a user wants to store, as the value
of a new directory attribute, an XML-formatted in-
ventory record like the following:

<product>

<code>XJ459</code>

<quantity>137</quantity>

</product>

If we assume that this inventory record is stored
in a directory attribute with the Directory String
syntax, then the value of the attribute would appear
something like this in a search result for DSMLv2:

<dsml:value>

&lt;product>

&lt;code>XJ459&lt;/code>

&lt;quantity>137&lt;/quantity>

&lt;/product>

</dsml:value>

DSMLv2 allows the content of the <dsml:value>
element to be a URL pointing to a location con-
taining the octets of the directory attribute value.
Such a pointer is inconvenient for a receiver to pro-
cess and won’t be considered further here. In the
typical case where the directory attribute values ap-
pear in-line, the content of the <dsml:value> ele-
ment is required to be character data conforming
to either the XML Schema [17] [18] string type or
the XML Schema base64Binary type. DSMLv2 isn’t
specific about the circumstances under which the
string or base64binary types are used, but it is likely
that the string alternative is intended for directory
attribute values with a human-readable syntax (e.g.,
the Directory String syntax, as in the preceding ex-
ample), and the base64binary alternative is intended
for the rest. A consequence of conformance to the
XML Schema string type is that element content
(i.e., content with child elements) is not permitted,
and any character that has special meaning to an
XML processor has to be escaped. There are var-
ious ways of escaping the special characters in the
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directory attribute value (e.g., a CDATA section [19]
could be used), but the effect is the same whatever
escaping mechanism is used; a conformant XML pro-
cessor returns a simple character string to the higher-
level application.

If we assume that the XML document is stored in
a directory attribute with the Octet String syntax,
then the value would instead appear something like
this (as a single line):

<dsml:value xsi:type="xsd:base64Binary">PHB

yb2R1Y3Q+DQogPGNvZGU+WEo0NTk8L2NvZGU+DQogPH

F1YW50aXR5PjEzNzwvcXVhbnRpdHk+DQo8L3Byb2R1Y

3Q+DQo=</dsml:value>

The content of the <dsml:value> element is the
base64 encoding [1] of the octets of the directory
attribute value. The “xsi:” and “xsd:” namespace
prefixes are assumed to be defined on an enclosing
element. In this case, a conformant XML processor
returns the string of characters in the base64 encod-
ing to the higher-level application.

Whether the Directory String or Octet String syn-
tax is used for the directory attribute, obtaining the
component parts of the inventory record requires
a second invocation of an XML processor (after a
base64 decoding in the latter example) on the char-
acter data obtained from the first invocation of the
XML processor. This need for recursive applications
of the XML processor is undesirable from the point
of view of ease of implementation, although there are
some advantages, which will become apparent in the
next section.

Using the capabilities defined in XED, it is possi-
ble to define a directory attribute to hold the XML-
formatted inventory records such that they appear
in their natural form in XLDAP (i.e., without es-
caping). The value of the directory attribute value
would appear like this in a search result for XLDAP:

<value>

<product>

<code>XJ459</code>

<quantity>137</quantity>

</product>

</value>

So in XLDAP, the protocol operation and the ele-
ment content data payloads are able to be processed
in a single pass of an XML processor, i.e., XLDAP
has a continuous encoding.

A continuous encoding is achieved in the XED
framework by defining a special ASN.1 type, called
the Markup type [6], whose abstract values can hold
the content and XML attributes of an XML element,

and which is analogous to the XML Schema any-
Type. Essentially, the content and attributes are em-
bedded in instances of the ASN.1 UTF8String type,
but RXER recognizes the special nature of this type
and an RXER encoder knows to output the content
of Markup values in-line.

By default, directory attributes with the Markup
type as their syntax use RXER as their LDAP-
specific encoding. This is assumed to be the case
with the inventory record example, so the preceding
XML also shows how the directory attribute value
will appear as the content octets of an LDAP at-
tribute value, i.e., with an apparently extraneous
<value> element enclosing the <product> element.
This arises because a directory syntax is defined by a
data type, which defines only the content and XML
attributes of an element, rather than by an element
definition. The enclosing <value> element packages
the content and XML attributes into a complete el-
ement so that the LDAP-specific encoding is always
a well-formed XML document.

Although they use different data payloads, the
ebXML Registry, UDDI and the XSD Profile of
SPMLv2 share the property of XLDAP of having
a continuous encoding (notwithstanding the special
case for DER encodings mentioned in the previ-
ous section). Like DSMLv2, the DSMLv2 Profile
of SPMLv2 requires element content to be escaped.

Although having a uniform transfer syntax is a
clean and elegant solution, it does have problems
when that transfer syntax is XML. This is discussed
in the next section.

3 Scoping Issues

The BER encoding of an abstract value has a reg-
ular structure wherein the octets for a nested ab-
stract value are themselves a well-defined and com-
plete BER encoding. This means that, at the syn-
tactic level, it is possible to extract the encoding of
a nested abstract value and perform operations on
it (e.g., store, index, search and retrieve) without
regard for the larger encoding from which it was ex-
tracted. This is also true for the GSER [2] encodings
used by some newer LDAP syntaxes; the octets for a
nested abstract value in a GSER encoding are a well-
defined and complete GSER encoding. There may
well be a semantic connection between the nested
abstract values in an encoding, but for the purposes
of this discussion we can assume that the higher-level
application design maintains the necessary connec-
tions. For example, in LDAP and X.500, knowledge
of a directory attribute type is required to interpret
a directory attribute value. The directory protocols
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are designed so that wherever an attribute value ap-
pears, it is associated with an attribute type that
also appears.

The basic building block of an XML document is
the element structure. Unfortunately, it is not gen-
erally true of an XML document that any nested
element is a well defined and complete XML docu-
ment when considered in isolation. This is because
a nested element may contain qualified names [20]
with namespace prefixes that depend on namespace
declarations in an enclosing element, or may con-
tain entity names [19] that depend on the Document
Type Definition (DTD) of the enclosing XML docu-
ment.

Issues surrounding qualified names and entity
names are examined in sections 3.1 and 3.2, respec-
tively.

3.1 Namespace Accumulation

Consider this short XML document, representing an
operation of a simple, fictitious protocol:

<p:addObjectRequest

xmlns:p="http://protocol.example.com"

xmlns:u="http://user.example.com">

<p:object class="1">u:data</p:object>

</p:addObjectRequest>

In this example operation, the name of the
<p:object> element is a qualified name that de-
pends on the namespace declaration for the “p”
namespace prefix in the start tag of the parent
<p:addObjectRequest> element. A namespace dec-
laration is inherited by descendant elements insofar
as it is not overridden by another declaration for
the same namespace prefix. The in-scope names-
paces [20] for an element are the namespace decla-
rations defined on the element itself, plus the (not
overridden) declarations inherited from its ances-
tor elements. If an element that is part of the
data payload (e.g., <p:object>) is extracted from
an XML document for a protocol operation (e.g.,
<p:addObjectRequest>) in order to perform some
application-specific task, then it is necessary to re-
tain all of the namespace declarations in the in-scope
namespaces that define namespaces used by qualified
names within the element so that the element can
continue to be interpreted correctly. It is sufficient
for the purposes of this discussion to assume that
the necessary namespace declarations are retained
by being copied to the start tag of the extracted el-
ement.

It is always possible to recognize qualified names
as the names of elements and XML attributes, but

this is not the only place where qualified names can
appear. Consider the character data content of the
<p:object> element, i.e., “u:data”. Although this
content looks like a qualified name, it could just be
a literal piece of text with a coincidental resemblance
to a qualified name. In order to decide what is, or
is not, a qualified name in the character data of an
element (or the value of an XML attribute) it is nec-
essary to know the data type of the element (or XML
attribute). Even if a data type definition is available,
there is a further complication. Elements and XML
attributes can contain formatted character strings,
such as XPath expressions [21], that contain qual-
ified names, but have a format that is beyond the
capabilities of the commonly used schema languages
for XML to describe. The data type for such for-
matted character strings is often defined to be the
XML Schema string data type, which reveals noth-
ing about their true nature. So it is not only neces-
sary to be able to deal with elements and XML at-
tributes of unspecified data type, but also to be able
to deal with elements and XML attributes where the
data type is specified, but inherently unrepresenta-
tive. Given that it isn’t unusual or illegal for the
syntax of a directory attribute to be unknown, and
given that the specified data type is unreliable any-
way, the safest approach is to ignore the specified
data type when dealing with namespaces in XML.

Based on XML syntax alone, it is possible to ex-
amine the content of an element and its XML at-
tributes to identify each instance of character data
that could be a qualified name and to consequently
determine the maximal set of potentially significant
namespace declarations. This could be quite time-
consuming in a large XML document. A much
quicker and simpler strategy is to just assume that
all the in-scope namespaces are significant.

By way of example, suppose that the server hold-
ing the object returns the following protocol message
in response to a request to fetch the object:

<q:fetchObjectResponse

xmlns:q="http://protocol.example.com">

<p:object

xmlns:p="http://protocol.example.com"

xmlns:u="http://user.example.com"

class="1">u:data</p:object>

</q:fetchObjectResponse>

The server arbitrarily chooses the namespace pre-
fix, “q”, to bind to the namespace for the response
message. If the receiver extracts the <p:object> el-
ement from the protocol message and takes the sim-
ple approach of retaining all the in-scope namespace
declarations, then the extracted object becomes:
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<p:object

xmlns:p="http://protocol.example.com"

xmlns:u="http://user.example.com"

xmlns:q="http://protocol.example.com">

class="1">u:data</p:object>

The receiver’s version of the element has an ad-
ditional namespace declaration compared to the
sender’s version of the element. In this case, the
receiver could have avoided adding the namespace
declaration for the “q” prefix by checking whether
this namespace prefix appears to be used within the
element. Although such checking will minimize the
addition of unnecessary namespace declarations, the
possibility cannot be entirely eliminated. Consider
what would have happened if the character data con-
tent of the <p:object> element had been “q:data”.
Assuming correctness, this character data cannot be
a qualified name in the original <p:object> element
since there isn’t a namespace declaration for the “q”
prefix. In arbitrarily choosing the namespace prefix
“q”, the server would inadvertently make the char-
acter data appear to be a qualified name. So in the
general case, each time a data payload is composed
into a new protocol operation by a sender and ex-
tracted by the receiver, the payload has the potential
to acquire additional, unnecessary namespace decla-
rations.

Note that namespace accumulation is not a prob-
lem for LDAP, DSMLv2 and the DSMLv2 Profile of
SPMLv2 because any directory attribute value that
is a complete XML document is transported as lit-
eral character data to be parsed in isolation by a
separate invocation of an XML processor. The in-
scope namespaces of a <dsml:value> element have
no bearing on this independent interpretation of such
directory attribute values.

The accumulation of unnecessary namespace dec-
larations is an undesirable overhead in normal cir-
cumstances, but becomes a critical problem if the
payload is subject to a digital signature.

Digital signatures are usually computed over a
canonical representation of the data to be signed.
Three well-known canonicalizations for XML are
Canonical XML [14], Exclusive XML Canonicaliza-
tion [15] and Schema Centric Canonicalization [27].

Adding any namespace declaration that was not
in the original in-scope namespaces for the payload
will change the Canonical XML representation of the
payload (or some part thereof), and therefore break
any digital signature computed using this canonical-
ization.

In contrast, the Exclusive XML Canonicalization
of the payload (or some part thereof) is not changed
by adding namespace declarations. Exclusive XML

Canonicalization is able to achieve this by augment-
ing the original payload with an InclusiveNames-
paces PrefixList parameter, which is a list of the
significant namespace prefixes. Any added names-
pace declarations will be omitted from the canonical
form because their prefixes will not be in the list.
However, Exclusive XML Canonicalization does not
offer a general way to overcome namespace accumu-
lation on directory attribute values because support
for Exclusive XML Canonicalization has to be built
into the data type definition for the payload, and
only the creator of the payload knows for certain
which namespace prefixes are significant. In other
words, Exclusive XML Canonicalization cannot be
reliably applied to a payload that does not already
intrinsically support it.

Canonical XML and Exclusive XML Canonical-
ization both operate without regard for the underly-
ing data type of the elements in an XML document.
Schema Centric Canonicalization, on the other hand,
uses knowledge of the data types to normalize the
content and XML attributes of elements, and to
replace namespace declarations and the namespace
prefixes in qualified names. In the canonical form,
each namespace that is used is declared as needed
using a deterministically generated namespace pre-
fix. The new namespace prefix is then used for all
qualified names bound to that namespace within the
scope of the declaration. Since the namespace decla-
rations are reconstructed in the canonical form, the
addition of unnecessary namespace declarations by a
sender does not affect the canonical form generated
by a receiver. As was noted earlier, relying on knowl-
edge of the data type is problematic. The Schema
Centric canonicalized form cannot be produced if
the data type for an element is unspecified, but this
might not be a serious problem in practice as it is
only the producers and consumers of digital signa-
tures that need to know the data type. Any number
of intermediate systems, with or without knowledge
of the data type, can handle the element without af-
fecting the eventual consumer’s ability to generate
the canonical form. Schema Centric Canonicaliza-
tion has special support for data types that are un-
representative. In the terminology of Schema Cen-
tric Canonicalization, an XPath expression in char-
acter data is an example of an embedded language.
To function correctly, Schema Centric Canonicaliza-
tion requires that implementations understand each
kind of embedded language that an application uses
so that qualified names can be located and normal-
ized. Each embedded language requires an identifier
that is used to annotate the XML Schema defini-
tions that drive the Schema Centric Canonicaliza-
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tion. Since there is no limit to the number of differ-
ent embedded languages that could be defined, the
specification and implementation of Schema Centric
Canonicalization is essentially open-ended. Obvi-
ously, Schema Centric Canonicalization will fail if
a consumer does not understand an embedded lan-
guage used by the producer.

Schema Centric Canonicalization could have been
used in XED to minimize namespace accumulation
on directory attribute values by using the annota-
tions on imported XML Schemas to identify all the
qualified names in character data, and therefore all
the significant namespace declarations. However,
the effectiveness of such a strategy would only be as
good as the thoroughness with which imported XML
Schemas are annotated, and the extent of the di-
rectory implementation’s coverage of embedded lan-
guages.

XED takes a simpler approach that is compati-
ble with the three canonicalization schemes for XML
considered in this paper, and serves to limit the ac-
cumulation of unnecessary namespace declarations
regardless of whether canonicalization is a consider-
ation.

Observe that the namespace accumulation prob-
lem would go away if every element in an XML
document carried all the namespace declarations it
needed, and did not depend on any namespace dec-
larations on ancestor elements. Any element could
then be extracted and composed into a new proto-
col message without alteration. The obvious prob-
lem with doing this is that it creates a proliferation
of namespace declarations, since elements would be
duplicating namespace declarations that they could
otherwise be inheriting from their ancestor elements.
The XED framework makes a compromise in that
it requires only some elements to be self-contained
with respect to namespace declarations, specifically,
elements where the data type is the ASN.1 Markup
type. In an ASN.1 specification, any element where
the actual data type is not an ASN.1 type is repre-
sented in ASN.1 using the Markup type, with a ref-
erence to the non-ASN.1 data type definition, if one
exists. Character strings that contain an embedded
language have an actual data type that cannot be
adequately expressed in ASN.1 (or XML Schema),
so these strings are also represented in ASN.1 using
the Markup type.

The requirement for self-containment means that
any element with the Markup type as its ASN.1
type can be freely extracted and composed into new
protocol operations without revising its namespace
declarations. Obviously, such an element must be
self-contained when it is first created by an XLDAP

client. However, note that this must also be the
case for an LDAP client when directory attributes
with the Directory String or Octet String syntax
are used to store XML-formatted data. In order
for the values of such attributes to be well-defined
XML documents, they must be self-contained with
respect to namespace declarations. In typical us-
age, the source data for values of these attributes
will be complete, external XML documents, so self-
containment is trivially satisfied. If the source data
is an element nested in some external XML docu-
ment, then it is necessary to identify the namespace
prefixes used within the source data and provide
the necessary namespace declarations from the in-
scope namespaces. A client must do this regardless
of whether it is using LDAP or XLDAP. Building
the inclusive list of namespace prefixes for Exclusive
XML Canonicalization is much the same problem.

Directory attribute values that have an ASN.1
type other than the Markup type as their syn-
tax would normally follow the conventional ASN.1
strategy of being decoded into abstract values
(by an RXER decoder). Only abstract values
of the Markup type store namespace declarations
and namespace prefixes (where self-containment ap-
plies). Abstract values of all the other ASN.1 types
have no indeterminate dependencies on namespace
prefixes since they have no embedded languages or
qualified names. Consequently namespace declara-
tions do not need to be (and in any case, cannot
be) preserved beyond the decoding step for these
abstract values. When these abstract values are sub-
sequently output by an RXER encoder, namespace
declarations are added as required. The overall ef-
fect of repeated decoding and encoding of directory
attribute values in XLDAP will be the elimination of
unnecessary namespace declarations. Unlike Schema
Centric Canonicalization, RXER achieves this with-
out the need to annotate data type definitions with
information about embedded languages.

As mentioned earlier, a directory client or server
might not know the syntax for a directory attribute
it receives. This means that it is possible for an
XLDAP client or server to receive a directory at-
tribute value and not know whether the value is sup-
posed to be self-contained. If the value is meant to
be self-contained, then it is unwise to be adding any
namespace declarations. If the value is not meant
to be self-contained, then it is harmful to neglect
adding a necessary namespace declaration. RXER
provides a special XML attribute, called the context
attribute, to address this situation. If a receiver does
not know the ASN.1 type for an element, and there-
fore does not know whether self-containment applies,
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then it adds sufficient namespace declarations from
the in-scope namespaces to define namespaces used
by qualified names within the element. In the sim-
plest implementation, the receiver can just add all
the in-scope namespaces. The receiver also adds a
context attribute, the value of which is a list of the
namespace prefixes of all the namespace declarations
that the receiver has just added to the element. If
the element already has a context attribute, then
this indicates that the sender also does not know
the ASN.1 type, and the receiver does not need to
do anything further to the element (the sender has
already added enough namespace declarations to de-
fine namespaces used by qualified names within the
element). If a receiver knows that the ASN.1 type
for an element is not the Markup type, then the re-
ceiver processes the element according to the type,
and ignores the context attribute, if it is present.
If a receiver knows that the ASN.1 type for an el-
ement is the Markup type and the element carries
a context attribute, then the receiver strips away
the context attribute and any namespace declara-
tion that matches a namespace prefix in the value of
the context attribute. This returns the element to
its original state. If a receiver knows that the ASN.1
type for an element is the Markup type and the el-
ement does not carry a context attribute, then the
element must still be in its original state.

The context attribute is a special feature of RXER
encodings that does not explicitly appear in ASN.1
type definitions. That is, it is possible to use the con-
text attribute on any element in an RXER encoding
regardless of its ASN.1 type. Contrast this with Ex-
clusive XML Canonicalization and Schema Centric
Canonicalization which need to be supported by the
underlying XML Schema definitions.

The approach that XLDAP takes to managing
namespace accumulation is compatible with pay-
loads that depend on Canonical XML, Exclusive
XML Canonicalization or Schema Centric Canoni-
calization. Elements with the Markup type as their
data type will either not have any namespace decla-
rations added, or, by virtue of the context attribute,
will have any added namespace declarations removed
when the data type is discovered to be the Markup
type. The net effect is that there will be no addi-
tional namespace declarations. This means that the
Canonical XML representation of the payload will
not be disrupted, although it is necessary to extract
the payload from the protocol message before gener-
ating the Canonical XML representation. A payload
that depends on the Exclusive XML canonical form
or the Schema Centric canonical form would not,
in any case, be disrupted by additional namespace

declarations, and these forms can be generated from
the payload either in-situ or after extraction from
the protocol message.

LDAP, DSMLv2 and the DSMLv2 Profile of
SPMLv2 are also compatible with payloads that de-
pend on Canonical XML, Exclusive XML Canonical-
ization or Schema Centric Canonicalization because
they are not affected by the namespace accumulation
problem. UDDI implementations are not guaranteed
to support payloads that depend on Canonical XML
or Exclusive XML Canonicalization. The ebXML
Registry and the XSD Profile of SPMLv2 are sus-
ceptible to namespace accumulation and so cannot
support payloads that depend on Canonical XML.

3.2 Entity Names

A nested element is not a well defined and complete
XML document when considered in isolation if it
contains entity names. Entities are declared and
named in the DTD of an XML document and are
categorized as either parsed or unparsed.

Consider another example operation of the ficti-
tious protocol:

<!DOCTYPE p:addObjectRequest [

<!ENTITY externalData "2">

<!NOTATION JPEG

"http://user.example.com/viewer">

<!ENTITY picture

SYSTEM "http://user.example.com/pic.jpeg"

NDATA JPEG>

]>

<p:addObjectRequest

xmlns:p="http://protocol.example.com">

<p:object class="&externalData;"

data="picture"/>

</p:addObjectRequest>

In this example, the value of the class attribute
of the <p:object> element is a reference to a parsed
entity with the name “externalData”. This entity is
declared on the second line of the XML document.
An XML processor is expected to replace a reference
to a parsed entity with the replacement text speci-
fied in the entity’s declaration. Thus the dependency
between the data payload (i.e., the <p:object> el-
ement) and the DTD of the enclosing XML docu-
ment can be removed by processing references to
parsed entities before extracting the data payload.
The canonicalization schemes for XML also require
that this processing takes place.

It is always possible to recognize a reference to a
parsed entity, but it is not always possible to rec-
ognize a reference to an unparsed entity. The entity
declaration with the name “picture” is an example of
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an unparsed entity. Consider the value of the data
XML attribute of the <p:object> element, i.e., the
character string “picture”. Although this looks like
a reference to the picture unparsed entity, the re-
semblance could be coincidental. In order to decide
what is, or is not, an entity name as the value of
an XML attribute (or the character data of an ele-
ment) it is necessary to know the data type of the
XML attribute (or element), specifically, whether it
is the XML Schema ENTITY type.

Similar to the way namespace declarations can be
handled, it is possible to examine the content of an
element and its XML attributes to identify each in-
stance of a character string that could be the name
of an unparsed entity and to consequently determine
the maximal set of potentially significant unparsed
entity declarations that need to be retained when a
data payload is extracted. The simpler strategy is
to avoid checking by assuming that all the unparsed
entity declarations are significant. Either way, prob-
lems arise when it comes to composing new proto-
col messages containing the data payload because of
one important difference between entity declarations
and namespace declarations; namespace declarations
can appear on any element, whereas entity declara-
tions can only appear in the DTD, which is at, or
is referenced from, the beginning of an XML doc-
ument. If a data payload contains the name of an
unparsed entity, then it is necessary for the DTD
to provide an entity declaration for that name, and
the complete set of unparsed entity declarations will
not be known (and the DTD of the XML document
cannot be finalized) until every data payload to be
carried in a protocol message has been examined.
Therefore, forming the protocol message either re-
quires two passes over the intended content of the
protocol message (one pass to find the entities and
one pass to encode), or requires the bulk of the pro-
tocol message to be stored until the DTD is final-
ized. While either strategy would not be a serious
problem for XLDAP messages, which are all rela-
tively small, there would be a noticeable overhead
when constructing large search results in X-DAP-IP
or total refresh operations in X-DISP-IP (the XED
framework’s XML-ized versions of X.500 DAP and
DISP, respectively). There is also the problem that
two different data payloads can use the same name
for distinctly different unparsed entities. Resolving
such a name clash requires renaming one of the en-
tities, which in turn requires complete knowledge of
the data types for the payloads.

These various problems could have been overcome
by defining another special XML attribute in RXER
that could appear on any element and which con-

tained any retained unparsed entity declarations. In
this way, data payloads could be made self-contained
with respect to unparsed entities as they are for
namespaces. On the other hand, the SOAP mes-
saging framework [13], which is commonly used to
transport XML-formatted protocol messages (and
can be used by all of the protocols mentioned in this
paper except LDAP), does not allow a Document
Type Declaration, effectively making the ENTITY
data type unsupportable. Given all the problems
surrounding the ENTITY data type, and its general
disuse, XED takes the easy approach of just pro-
hibiting it.

Note that LDAP, DSMLv2 and the DSMLv2 Pro-
file of SPMLv2 are able to support references to un-
parsed entities in data payloads because any direc-
tory attribute value that is a complete XML docu-
ment is transported as literal character data to be
parsed in isolation by a separate invocation of an
XML processor. A Document Type Declaration and
any entity declarations that it contains will be es-
caped when they appear within the content of a
<dsml:value> element.

4 Matching Capabilities

Having stored some XML-formatted data, it is de-
sirable to be able to search that data for instances
matching specified criteria, taking into account the
underlying data type for the data. If, for example,
some element notionally contains a boolean value,
then users would typically like to evaluate whether
the element’s value is true or false without regard
for the exact syntactic representation. However, if
XML-formatted data is stored in an LDAP server us-
ing directory attributes with the Directory String or
Octet String syntax, then only matching rules that
are defined for these syntaxes are available for use in
search requests. Since in this context these matching
rules are only operating on XML-formatted data at
the syntactic level, their usefulness is limited. Con-
sider that the contents of each of the following ele-
ments is a valid XML representation of the “true”
value for the XML Schema boolean type:

<value>true<\value>

<value>1<\value>

<value> tr&#x75;e <\value>

<value>tr<!-- a comment -->ue<\value>

<value>

<![CDATA[tr]]>ue

<\value>

These examples show only some of the potential
variations. With such variability at the syntactic
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level, the existing character string and octet string
matching rules of LDAP are clearly inadequate to
do useful matching of XML-formatted data directly.
This inadequacy also applies to DSMLv2 and the
DSMLv2 Profile of SPMLv2 because they use the
same matching rules.

Normalizing XML-formatted data before it is
stored in the directory can only remove some of the
syntactic variability since Canonical XML and Ex-
clusive XML Canonicalization require that the In-
foset [16] representation of the data be preserved.
This means that insignificant white space and XML
comments have to be retained, among other things.
Each of the boolean values in the preceding example
has a different Infoset representation and they would
have the following form after being transformed by
an Infoset-preserving normalization scheme:

<value>true<\value>

<value>1<\value>

<value> true <\value>

<value>tr<!-- a comment -->ue<\value>

<value>

true

<\value>

Each of the preceding examples is a single element.
In the general case, the data to be matched will be
contained by an element or XML attribute nested
within a complex XML document. So there is the
additional problem of accurately targeting exactly
the element or XML attribute to be matched.

A more effective matching strategy would be to
extract and normalize the values of certain elements
and XML attributes of the XML-formatted data
to store in separate directory attributes of a more
appropriate directory attribute syntax. Unfortu-
nately, this approach causes a directory server to use
more storage space since information in the XML-
formatted data is stored redundantly in the separate
attributes, and there is always the risk that the val-
ues of the separate directory attributes will become
inconsistent with the XML-formatted data because
of unregulated modifications by unaware directory
clients.

The ideal solution is to have matching rules that
are aware of the underlying data type of the XML
being matched so that insignificant syntactic differ-
ences can be ignored. This could be achieved in
LDAP on a case-by-case basis by defining new syn-
taxes and matching rules. However, the component
matching rules for LDAP [3] already provide a gen-
eral capability to match arbitrary parts of structured
data. The caveat being that they only apply to data
with an underlying ASN.1 type. The XED frame-
work extends the component matching rules so that

they can also be applied to structured data described
by an XML Schema or DTD. The component refer-
ence that is used in component matching to identify
a component to be matched is geared to ASN.1 and
isn’t flexible enough to identify arbitrary elements or
XML attributes in an XML document. XED solves
this problem by introducing an alternative method
for identifying components that is based on a subset
of the XPath abbreviated syntax [21]. The result
is that XLDAP is able to perform data-type aware
matching of element content in objects.

Like XLDAP, the XSD Profile of SPMLv2, UDDI
and the ebXML Registry provide the capability to
do data-type aware matching of element content in
objects, though they differ in the expressiveness of
their query languages.

LDAP search filters, in conjunction with the com-
ponent matching rules, provide a general-purpose
query mechanism that can match instances of ar-
bitrarily chosen parts of objects of arbitrarily cho-
sen object classes. This flexibility is inherited
by DSMLv2, the DSMLv2 Profile of SPMLv2 and
XLDAP. The XSD Profile of SPMLv2 is similarly
general-purpose in its use of XPath expressions to
filter objects. XPath expressions in this profile are
generally more expressive than component match-
ing, though some of the capabilities of component
matching have no equivalent in XPath. Although
the XED framework hasn’t done so, it would be fea-
sible to define a new matching rule that takes an ar-
bitrary XPath expression as its assertion value and
evaluates that expression over the RXER encoding
of the directory attribute values to which it is ap-
plied.

The filter operations of UDDI and the filter query
syntax of the ebXML Registry (one of two query for-
mats that the ebXML Registry offers) have rigidly
defined filter structures that are tied to specific pre-
defined object classes. Supporting new object classes
or additions to existing object classes actually re-
quires the implementation of protocol extensions,
therefore UDDI and the filter query syntax of the
ebXML Registry don’t have the flexibility or ele-
gance of the query mechanisms of the other proto-
cols. The optionally-supported SQL query syntax of
the ebXML Registry offers a way to avoid the limi-
tations of the filter query syntax.

The ability to express queries containing joins be-
tween objects varies across the protocols considered
in this paper. LDAP (and by inheritance DSMLv2,
the DSMLv2 Profile of SPMLv2 and XLDAP) has
no support for expressing a join between objects (ex-
cept in the limited sense that subtree search scope
is a recursive join). UDDI only has some predefined
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join criteria for relationships between business entity
objects. The filter query syntax of the ebXML Reg-
istry has a wider range of predefined join criteria
for relationships between various classes of object.
The XSD Profile of SPMLv2 has a limited, general-
purpose join capability through XPath expressions.
It is only the SQL query syntax of the ebXML Reg-
istry that provides an unrestricted join capability.

XQuery [22] is an extension of XPath that pro-
vides an unrestricted join capability. Although the
XED framework hasn’t done so, it would be feasi-
ble to define a new extended operation that takes
an arbitrary XQuery expression to evaluate over an
XML representation of a subtree of directory entries.
XED has not adopted XQuery at this time since it
is necessarily more complex and time-consuming to
implement than an extension to component match-
ing, and it is not clear that there is a demand for this
degree of expressiveness in directory search requests.

5 Object Extensibility

One of the important features of LDAP is the capac-
ity for administrators to extend the directory schema
with definitions of new classes of objects (i.e., en-
try object classes) and definitions of new properties
(i.e., directory attributes) for new or existing object
classes. This is achieved without having to alter the
LDAP server implementation, so LDAP can be said
to provide practical support for user-defined classes
and properties. DSMLv2 and the DSMLv2 Profile
of SPMLv2 inherit this ability from LDAP, as does
XLDAP, since the XED framework is an extension of
the directory model that underlies LDAP. However,
whereas LDAP actively discourages the creation of
new directory attribute syntaxes (i.e., new property
data types), XED embraces the idea and provides
the means for administrators to do so. Thus XLDAP
can be said to also provide practical support for user-
defined property data types.

Objects are modelled by UDDI, the XSD Profile
of SPMLv2 and the ebXML Registry as instances
of nominated XML Schema types rather than as an
abstracted collection of properties. Where an ob-
ject class is described by an arbitrary XML Schema
type, the definition of a new class of object may,
in effect, provide the definition of new properties
and new property data types. These protocols differ
in how readily they can support user-defined object
classes.

UDDI search and update protocol operations are
tied to specific object classes. For example, there
is a separate add operation for each object class.
Adding a new class of object requires implementa-

tion in the server of new protocol operations to find
and manipulate objects of the class, so UDDI does
not provide practical support for user-defined object
classes. The extensibility of UDDI is also hampered
because it uses Schema Centric Canonicalization for
its signed data payloads. The necessity for the sig-
nature consumer to know the schemas and embed-
ded languages used by the signature producer means
that interworking problems can arise if a UDDI im-
plementation is unilaterally extended.

The search and update protocol operations of
the ebXML Registry are not tied to specific object
classes, however, the mandatory-to-implement filter
query syntax of the Ad Hoc Query operation does
have filter expressions that are specific to each object
class. Adding a new class of object to the ebXML
Registry requires implementation in the server of
new filter expression evaluation routines.

The ebXML Registry allows existing object classes
to have user-defined properties called slots, but these
are limited to just character strings and are matched
as such. XML element content is not permitted in
a slot, unless it is escaped as in DSMLv2, with the
same advantages and disadvantages.

The XSD Profile of SPMLv2 is at least compati-
ble with administrators providing definitions of new
classes of objects because the SPMLv2 operations
are not tied to specific object classes, though a mech-
anism to provide new definitions is not specified by
SPMLv2.

6 Conclusion

The capabilities of the protocols considered in the
previous sections are summarized in Table 1. In each
case, support for a feature is considered to be advan-
tageous.

As can be seen from the table, LDAP, DSMLv2
and the DSMLv2 Profile of SPMLv2 are identical in
terms of the characteristics considered in this paper.

Unlike LDAP, DSMLv2 and the DSMLv2 Profile
of SPMLv2, XLDAP has the single transfer syntax
and continuous encoding that are typical of protocols
designed around XML as the transfer syntax.

A downside of a continuous encoding is the prob-
lem of namespace accumulation, which interferes
with Canonical XML. By imposing self-containment
on some data payloads, XLDAP obtains the advan-
tage, within a continuous encoding, of compatibility
with all the canonical encodings.

A continuous encoding also makes unparsed enti-
ties difficult to support (they are trivial to support
in LDAP where the encoding is discontinuous). Un-
parsed entities could be supported in XLDAP with-
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Protocol
SPMLv2 ebXML

Feature LDAP DSMLv2 DSMLv2 XSD UDDI Registry XLDAP
Profile Profile

Single transfer syntax no no no yes yes yes yes
Continuous encoding no no no yes yes yes yes
Supports Canonical XML in pay-
load

yes yes yes no no no yes

Supports Exclusive XML Canoni-
calization in payload

yes yes yes yes no yes yes

Supports Schema Centric Canoni-
calization in payload

yes yes yes yes yes yes yes

Supports unparsed entities yes yes yes no no no no
Data-type aware XML matching no no no yes yes yes yes
Flexible query expressions yes yes yes yes no maybe yes
Joins between objects no no no partial minimal yes no
Allows user-defined object classes yes yes yes maybe no no yes
Allows user-defined properties (at-
tributes)

yes yes yes maybe no yes yes

Allows user-defined property data
types (syntaxes)

no no no maybe no no yes

Table 1: Summary of Protocol Capabilities

out too much difficulty, but being disused, have been
prohibited instead, in the interests of simplicity.

The XPath expressions of the XSD Profile of
SPMLv2 and the SQL query syntax of the ebXML
Registry are more expressive than search requests in
XLDAP, though there is no impediment to extend-
ing the capabilities of XLDAP in this area.

LDAP has particular strengths in terms of sup-
porting user-defined schema extensions. DSMLv2,
the DSMLv2 Profile of SPMLv2 and XLDAP inherit
this capability, and the XED framework extends it
further to directory attribute syntaxes. In contrast,
the schema in UDDI and the ebXML Registry can-
not be extended in practice without involving the
server vendor. The XSD Profile of SPMLv2 has the
potential to support user-defined schema extensions
as readily as XLDAP, depending on the implemen-
tation.

The general-purpose directory model that un-
derlies LDAP is around twenty years old, but re-
mains relevant today. XLDAP, as a part of the
XED framework, realizes that model in a way that
compares favourably with much newer, competing,
XML-based technologies.
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